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ABSTRACT
Android leads the smartphone OS market due to its availability on a large variety of devices,
its customizability, and the wealth of apps available from the Play Store. Despite the sensitive
nature of what we store on our mobile devices, most apps come from untrusted sources. For this
reason, Android includes a rich permissions system to protect users’ privacy. Unfortunately the
permissions system is difficult for both users and developers to understand. This misunderstanding
leads developers to request more permissions than necessary [1], and users to install applications
without fully understanding the privileges being granted [3].

There has been a wealth of research performed with the goal of improving this security model,
including AppFence [2]. These projects often focus on providing a way for end-users to hide private
data from, or selectively revoke the permissions of, an app.

While these solutions address the issue of Android’s all-or-nothing approach to security, they do
not tackle the difficulties users face in understanding the privileges that these permissions grant.
Indeed, these frameworks often increase the complexity for end-users as they must not only under-
stand what each permission allows, but also the consequences of denying it. We propose to group
protected APIs by context rather than scope. For example, items from ACCESS_NETWORK_STATE

and ACCESS_WIFI_STATE could be grouped within the INTERNET permission. This would lead to a
reduced number of permissions, and would allow the access granted by each to be more narrowly
focused.

BODY
Could simplifying Android’s permission model improve platform security and
privacy by easing development and promoting user understanding?
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